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The Boeing 747 Flight Deck

• 1960’s technology

• > 1000 switches

• 3-person crew to control, 
navigate and manage flight

• Operating and maintenance 
costs are very high
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First Generation Commercial Aircraft 
Characteristics

• Few Digital Systems outside of 
Inertial Navigation Systems

• Minimal integration

– Human interface with every 
computer or its input/output

• Analog computers that 
communicate using discrete’s
and signals

• 747-200 Autopilot System:

– 20 separate computers to 
handle pitch, roll, yaw, trim, 
throttles and landing!
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Digital Avionics Arrives

• 1980’s: aircraft have digital 
computers and displays

• Systems communicate using 
standard ARINC data busses

• Aircraft information is 
consolidated into a more 
meaningful picture

• Crew workload reduced

• Software now takes the place of 
capacitors, resistors, diodes 
and synchros

– Enter the age of software 
certification
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RTCA DO-178B Overview
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Scope 

• DO-178 is an 85 pages document used in aircraft 
certification.

• DO-178B covers the engineering process and some 
support process

• It does not cover the organization, management, and 
customer-supplier relationship processes. 
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DO-178B Overview

• DO-178B: Software Considerations in Airborne Systems 
and Equipment Certification, circa 1992
– Evolved from DO-178A, circa 1985

• DO-178B is a guidance document only and focuses on 
software processes and objectives to comply with these 
processes

• Called out in many certification requirements documents 
as the recommended method to obtain approval of 
airborne software
– Design Approvals through FAA Technical Standard Orders and 

Supplemental Type Certificates, among others
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DO-178B Overview

• DO-178B objectives vary, depending upon how software 
failures can affect system safety

• Consider two aircraft examples
1) Software controlling the coffeemakers in the aft galley fails

• Outcome: Likely some grumpy customers, but passenger safety not 
compromised (air rage issues aside)

2) Software controlling the aircraft during an automatic landing in 
zero visibility conditions fails
• Outcome: Possibly catastrophic and lives lost

• Obviously these two software applications need not be 
developed to the same rigor
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DO-178B Overview

• Once a system safety assessment is done and the safety 
impact of software on is known then the level is defined
– Level A
– Level B

– Level C

– Level D

• Does DO-178B help make software safe?

– Maybe: Heuristically, it appears to help but absence of 
failures is not a guarantee that the process helped 
eliminate them

• How do we know when software is safe?
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DO-178B Overview

• What is our best guess about software safety?
– When applicable processes have been followed
– When the code has been verified “ from within”
– When this has been checked and checked…...

and checked…..
and checked……...

and checked……………….

We Don‘t Know!!
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DO-178B Certification

• Certification to DO-178B is a labor-intensive process
– Varies with size, complexity and certification level

– 1-1.5 MY of effort for each 1000 lines of code for a Level A 
certification

– Thousands of forms and documents required to document the 
evidence of the verification process

– Wind River’s experience: certification of VxWorks (~16,000 
SLOC) took over 10 MY of effort and resulted in a certification 
package comprised of over 11,000 files

• It would be desirable to have a Commercial-off-the-shelf 
(COTS) operating system that complies with the 
requirements of DO-178B
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Level A Certification

• For every line of Code there will be 5 - 10 lines of tests

• For every 2 lines of code there will be one signature on 
some review form

• Math library requires special techniques
– Trusted oracle?
– Continuous functions
– Convergence to result (inverse may zoom to infinity)

• Hazard/Mitigation list grows during certification 
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Productivity

MEMORY 256 KB 128 KB 184 KB 8 MB

LINES OF CODE 50.000 30.000 45.000 300.000

CHANGING RATE 3 YEARS 2 YEARS 1 YEAR < 1 YEAR

DEV. EFFORT 40 MAN-YEAR 12 MAN-YEAR 30 MAN-YEAR 200 MAN-YEAR

VALIDATION TIME 5 MONTHS 1 MONTH 2 MONTHS 2 MONTHS

TIME TO MARKET 24 MONTHS 18 MONTHS 12 MONTHS < 12 MONTHS

POWERTRAIN UNIT BODY GATEWAY TELEMATICINSTRUMENT

PRODUCTIVITY 6 LINES/DAY 10 LINES/DAY 6 LINES/DAY 10 LINES/DAY*

RESIDUAL DEFECT
RATE @ END OF DEV 3000 PPM 2500 PPM 2000PPM 1000 PPM

* C++ CODE
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Development according to 
DO-178B
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Certification of an aircraft

• The following steps are needed: 
– Aircraft manufacturer identify the certification regulatory baseline
– Authority define the means of compliance for the requirement

• This is usually where DO-178B is identified as acceptable for assessing 
and controlling software.

– Criticality level is defined. 
• The software criticality level is based on the software contribution to failure 

conditions identified by the preliminary safety analysis.

– Manufacturer follow the certification program
– Authority verifies the compliance of the activities 

– Authority delivers the Type Certificate (TC) or Technical Standard 
Orders  (TSO) 
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• DO-178B defines five software levels

• Each level is defined by the failure condition that can 
result from anomalous software behavior

Catastrophic Level A

Hazardous/Severe - Major Level B

Major Level C

Minor Level D

No Effect Level E

Software LevelFailure Condition

DO-178B Background
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DO-178B Background

• Once a system safety assessment is done and the safety 
impact of software on is known then the level is defined

– Level A has 66 objectives
– Level B has 65 objectives 
– Level C has 57 objectives
– Level D has 28 objectives
– Level E: None
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Software Components of a System

VxWorks/Cert

User Code

Target System

System
C Code

Operating
System
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VxWorks Certification Material 

• Platform DO-178B Cer tification provides full cer tification evidence for  VxWorks/Cer t on CD-
ROM in a hyper -linked format

• This provides a convenient way to ver ify the traceability requirements of DO-178B by hyper-
linking requirements, design data, source code and test results.

Linkage

Test Results

Test Procedures

Source Code

Design

Requirements

Review

Review

Review

Review

Review

SW requirements

Integration TestingArchitecture design

Detailed design

Coding

Low level testing

HW/SW integration

System requirements System Validation
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Planning process

• Purpose
– Defines the means of producing software which satisfy the 

system requirements and provide the level of confidence which 
is consistent with the airworthiness requirements

• Output: 
– Plan for Software Aspect of Certification (PSAC) 
– Software Development Plan (SDP)
– Software Verification plan (SVP) 
– Software Quality Assurance Plan (SQPP and SQAP) 
– Software Configuration Management Plan (SCMP) 
– Design standards (SDS) 
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Development process

• Purpose:
– Develop the system requirements in one or more level of 

software requirements
– Develop the software architecture
– Produce the source code
– Integrate the software components to produce executable

• Outputs
– Software Requirement Specification (SRS) 
– Software Design Description (SDD)
– Source Code
– Executable object code 
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Verification process

• Purpose:
– Verification of the software requirement process
– Verification of software design process
– Verification of the SW coding and integration

• Challenges: 
– The cost may represent up to 50% of the total effort. 
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CM process

• Purpose
– Provide defined and controlled configuration of the software

– Provide the ability to consistently replicate the excutable object 
code (or re-generate it if needed)

– Provide consistency and repeatability in the process activities
– Provide baselines and know points for reviews 

– Provide controls to ensure problems receive attention and 
changes are recorded, approved and implemented
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Quality Assurance Process

• Purpose
– Provide assurance that SW development and integral process 

comply with the approved plans and standards

– Provide assurance that transition criteria for processes are 
satisfied

– Provide assurance that a conformity review of the software 
product is conducted. 
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Tools

• Two types of tools are addressed by DO-178B
– Development tools

• Their output is part of the airborne software and can introduce errors
– Compilers, tracers, some analyzers

– Verification tools
• Output is NOT part of the airborne software, can not introduce errors but 

may fail to detect them
– static analyzers, design description tools, custom tools

– Each type of tool must be qualified if it is used to automate one 
of the process objectives of DO-178B, e.g., verification

– Both types of tools are normally used in the verification process 
of airborne software
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Verification tool

• Demonstrate that the tool complies with its operational 
requirements under normal conditions

• No source code is modified, so the tool need not be 
developed to the same level as the airborne software

• Obviously, requirements are less stringent for the 
verification tools

• FAA approves the use of the verification tool as part of 
the certification process for the airborne software 
(defined in the PSAC and Software Accomplishments 
Summary)
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Integrated Modular Avionic
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Space and Time Portioning

Separate Kernel and Applications Space

Garantee CPU usage for each ApplicationTime

Concentrate more Applications on one CPUEfficient

Guarantee Kernel Supervisor StatusRobust
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Space and Time Portioning

VxWorks 653 Application Executive
with ARINC 653 ports and time/space scheduler

Board Support Package (BSP)

Hardware Board

ARINC
Application

VxWorks
Application

POSIX
Application

Ada
Application

ARINC
API

User 
Mode

Kernel 
Mode

Partition OS Partition OS Partition OS Partition OS

POSIX
API

VxWorks
API

Ada
API
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Platform Safety Critical ARINC 653 
Components

VxWorks 653

• Time and space partitioning

• ARINC 653 compliance, incl.

– Health Management

– Fast cold/warm restart

• Multiple APIs

– ARINC 653 APEX

– VxWorks 5.5 subset

– POSIX 52 subset

– Customer legacy possible

• Multiple scheduling options

• Standards based:

– ARINC 653

– Partial POSIX compliance

– DO-178B Level A

• Partner add-ons

• DO-178B Level A certification 
evidence

COTS Boards, BSPs, 
PowerPC 7xxx, 8xxx

Design Services

DO178B Level A Certification Evidence

Virtutech Simulation 
Environment

WR COTS Boards, BSPs, 
PowerPC 7xxx, 8xxx

HW/SW Integration Online Support

Core OS (Time and Space Partitioning)

Eclipse Framework

Project gcc, g++Editor AdaCore Ada

EmbVue ARINC
664 Cert. Stack

CRC SCA OIS CORBA
OpenGL
Graphics

Tech S.A.T.
ARINC 615A
Data Loader

Source Analyzer DebuggerXML Config Suite System Viewer

ARINC 653 API
VxWorks 5.5

API
POSIX API

Customer
Legacy OS

MPOS (Partition OS) COIL

CPU Monitor Memory Use Mon.ACE

Training and Installation
Customer Support

Worldwide
Verocel DO-178B

Certification Services

Port Monitor
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Statically defined Software

Reduces runtime errors Static

Host Tools able to validate the runtime imageAnalysable

Central instance configures system Reconfig
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Tools for DO-178B Certification

• Tools for DO-178B certification must be “ qualified” as:
– Development tools:

• Create target code
• Must neither introduce an error on the target nor display data erroneously
• Example: compiler
• Qualification » Level A certification, including coverage

– Verification tools:
• Do not create target code
• Must not display data erroneously
• Example: debugger, monitor
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Tools – Certified and Qualified Monitors

• Monitors – CPU Time, Memory, Port
– Target-side stays in the released system, is certified to

DO-178B Level A
– Small number of instructions at each partition switch and each 

port operation
• ~10 instructions, << 1% overhead
• Certified to Level A
• Always executed

– If monitor turned on, data collected in buffer
– If monitor turned off, same instructions executed but data discarded

– Partition-safe
– Host-side reporters, qualified as verification tools
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Tools – ACE for Host-Target 
Communication

• Agent for Certification Environment (ACE)
– Host-target communication for debug, test setup, and monitor 

data capture
– Configure in/out of target with no impact to certification
– Target and host sides both qualified as DO-178B verification tools

• Host Shell
– Commands used in test for credit: peek, poke, start/stop target,

set breakpoint, display schedule, few others
– Qualified as DO-178B verification tools
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The Problem of Certifying a Multi-
Application ARINC 653 System

• To certify an ARINC 653 system to DO-178B (very simplified):
– Write human-readable requirements

– Write and run tests to prove the requirements are met

• How to certify configuration data (partitions, ports, health 
monitoring, …)? Three alternatives:

– Test the entire system as a whole – all applications together – not feasible 
with more than a few applications! Cost of change too high during initial cert 
and on later changes!

– Write tests for the configuration data, and update with each change –
also very expensive!

– Used a qualified tool to guarantee correct binary certification data –
introducing VerIMAx
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Tools – Build and Configuration:  XML-
Based

• Updated XML schema with heritage in ARINC 653 Supplement 1

• XML tool suite from Verocel: VerIMAx
– XML Compiler to be qualified as a DO-178B Level A development tool
– XML configuration data Table Viewer and Table Editor

• Edit tables instead of XML for all configuration data
• Tables express requirements for certification

• (For MILS: support for SKPP:
– The XML schema and XML document permits the entry of data in a 

user-readable form (to reduce errors)
– The XML compiler checks for errors in the configuration, including the 

portions related to the security policy)
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Tools – Build and Configuration:  XML-
Based

• For multi-application systems, saves time and $: greatly 
reduces certification cost compared to configuration 
with unqualified tools

– Build, debug, test, re-test, and certify each independent 
application independently

• Certification incrementally, application-by-application
• Greatly reduce cost of change for later re-certification

– Certification requirements easier to state and review
(table-based instead of C, complex database, or XML)
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Tools – Build and Configuration:  XML-
Based

• Separates control of concerns among Platform Provider, 
System Integrator and Application Developers for 
configuration-based ‘plug-n-play’

– XML schema and document divided into files for each role

– Application XML document is a contract between the Application 
Developer and the System Integrator

– Configuration data in an application XML document can be kept 
private between the application team or company and the 
System Integrator



39

Replaceable Software Units

App 1 App 2 App 4App 3

Configuration Data
from unqualified tool

Other ARINC 653
Operating System

Configuration Data 
(partitions, ports, …) 
created by unqualified tool: 
must test and certify entire 
system as a whole, even for 
minor configuration change

Higher initial development 
time, higher certification 
cost, higher cost of change 
and re-certification

C compiler or other
unqualified tool

C compiler or other
unqualified tool

With PSC 2.1, XML-based 
configuration data, and 
qualified XML ���� binary 
compiler: can test and, 
certify, and re-certify 
independent applications 
one by one

Result: Lower development 
time, lower initial cert cost, 
and lower cost-of change 
and re-certification

DO-178B Qualified
XML Compiler

DO-178B Qualified
XML Compiler

XML Configuration
Data

XML Configuration
Data

Configuration
Data

Configuration
Data

App 1App 1 App 2App 2 App 4App 4App 3App 3

Certify all together

Certify separately

Without Wind River

With Wind River

Binary 

Configuration 

Data

Binary 

Configuration 

Data

VxWorks

ARINC 653

VxWorks

ARINC 653
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DO-297 Supplier Separation / Security

XML Config 
Records

Binary Configuration Data

XML Table
Editor

Platform
Provider

System
Integrator

Application
Developer

XML Table
Editor

XML Table
Editor

XML Config 
Records

XML Config 
Records

Hardware Platform

DO-178B Qualified 
XML Compiler
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Wind River Solution for
Aerospace & Defense

General Purpose
Platform

VxWorks/Linux 

Platform for 
Safety Critical 

Partner Software Ecosystem

Platform for 
Safety Critical

ARINC 653

VxWorks 653

Platform for 
Network 

Equipment

VxWorks/Linux

Partner Hardware Ecosystem

Services Practice for Aerospace & Defense

Wind River Workbench OCD

VxWorks Cert

Tornado 2
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